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ABSTRACT

In this world of digital communication, data is the heart of the worldwide economy. The Paper is for a hybrid approach in which
in which there is the implementation of cryptography for securing the images. The hybrid techniques are basically the merger
of cryptography with stenography combined with a genetic algorithm. The working of both techniques is same but differs from
each other. It is able to join the techniques to encrypt the text by deploying cryptography and then concealing the encrypted text
by deploying Steganography. The idea behind in this analysis is to communicate in a protected way and to bypass the layout
impression for the communication of concealed data which can manage high security and enclose the capacity to manipulate
the image & imperceptibility.
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1. INTRODUCTION

On arriving of the data communication & with other techniques of communication, the technologies like computerized transmission
has become more popular to transact information, for example email, eBooks, websites, e-commerce, news, chat etc. but data sent
in digital medium is an issue like verification, interference and protection of copyright. Now days an approach of encryption resolves
these types of issues. The verification of data and detection of analog of digital image, audio and videos have caught devotion of
the researchers. In earlier years, the research on image security focus on the problem for the security of copyrights, yet gave less
consideration to speed, distortion and data loss. Every problem emerges the requirement for reliable techniques for encryption. [1]

1.2. TWO WAYS OF IMAGE SECURITY

1.2.1. Steganography: Steganography is basically an approach for masking the text in some another inoffensive digital media like
image, video in manner that, it is tough for the individual to find the private message. For sharing the information that should be
sent on other side securely we used steganography. [7] Some methods of Steganography join conventional Cryptography with
Steganography; the sender encodes the confidential message preceding the whole process of communication, as it troubles a threat
agent to distinguish the installed cipher message in a cover [10].

Fig 1: Basic layout of image Steganography [26]
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Steganography is parted into three parts:

1) Pure Steganography
2) Secret Key
3) Public Key

1.2.2. Cryptography It masks the private messages information from the illegal individual which is yet to be visible. The method in
which message structure is collected thus to make it insignificant and incomprehensible. Mostly, the technique cryptography
endeavors the scope of addressing the content among the individual that preserves the stranger from reviewing it. [2]

Cryptography is of two types:

a) SYMMETRIC KEY

b) ASYMMETRIC KEY

1.3. STEGANOGRAPHY VS CRYPTOGRAPHY

Basically, an objective of both the techniques encipher the messages but still both are different. Cryptography masks the details of
private message from unauthorized peoples, on another side steganography is for concealing the messages. The cryptography
through which system gets crash when the malicious attacker tries or attempts to read the private message. For splitting
steganography, the system demands an attacker to finds that steganography is been used. It is feasible to couple the two technologies
to encrypt the messages using cryptography & then hides the encrypted content or message through steganography. The conclusion
of stegno-image which will transmit after clarifying the information which is being changed.

2. METHODOLOGY
2.1. Existing methodology used:
The model of steganography works on DES functions that is permutation, substitution, S-Box mapping and secrete key.
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Figure: 2 Current miniature for steganography

A. Encoding Function

In this masked image is selected. The value of each pixel of masked image is converted from decimal to binary.
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Figur3. Conversion of Decimal pixel value to Binary

Eight successive pixel values from secrete image form one block of 64 bits. DES encoding function is as below.
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1) Initial / Inverse Initial permutation: The 64 — bit passes through an initial permutation (IP) that rearranges the bits to produce the
64-bit permutated output that input to phase consisting 16 round of same function (fk). The output of the sixteenth round will now
input to reverse initial permutation by which the original ordering of the bits is restored.

Figure 4. Encoding Function (DES) Detail
2) The function f: The difficult elemental for DES is function f. The function can be (typical)
Li = Ri-1,
Ri = Li-1 O F (Ri-1, Ki)

3) S- box operation: It is composed of eight S-Boxes, each accepts 6 bits as input and produces 4 bits as an output. The first and last
bits of input to box Si form a two-bit binary number to select one of four substitutions defined by four rows in the table for Si.

Substitution/Cholce

Permutation

Figure 5. Single Round Detail

For example, in S1 for input 101011, the row is 11 (row 3) and the column is 0101 (column 5). The value in row 3, column 5is 9,
so the output is 1001.

[

wejo[rT2sTe[s]el7Ts[ofwojuln]B[uls

o lwlalntlefsin|el3|w0jelr|s|slo]?
T10 117 |31 8] 215|311 D|6|2lnl3151318
1|41 |8|8 3|62 L |B|2|3]|7|B|0|5]0
3 |12 $19j1|7 S| 3|%|V|(D}s |13

Figure 6. S- Box Detail
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One complete execution of DES gives the eight-pixel value of secrete image into respective pixel values of the encrypted secrete
image.
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Figure 7. Hidden Secret Image (64 x 64)
4) Bit Division: Taking the encrypted image, the values are combined with decimal to binary. The binary value of
Next, divide this 8-bit value into 4 parts taking 2 bits in each
(I I I I
By B b, b

Figure 8. Bit Division

5) Insertion of Bit into the cover image: on receiving value for b1, b2, b3, b4, these values are inserted into the cover image. The
pixels replaced by 10,10,11,01 in the cover image.
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Figure 9. Cover Image (128 x 128)
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Figure 10. Insertion of Bit into Cover Image
6) Formation of Stego Image:

On accepting the pixel value, the stego image is formed by replacing these values at their original position.
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Figure 11. Creation of Stego Image (128 x 128)

» Encoding Algorithm:
Steps:

1) Input eight-pixel value of the secret image form block of 64 bits to the image encoding Function (DES), which produces the
encrypted secrete image.

2) Divide each pixel value of encrypted secrete image into 4 parts containing 2 bits each.

3) Insert these pixel values into the LSB position of first four pixels in the cover image one by one.
4) End.

*Decoding Algorithm:

Input: Stego Image of size (2m x 2n);

Output: A gray level Secrete Image (m x n);

Steps:

1) Input each pixel and take 2-bit LSB from 4 consecutive pixel value of the stego image.

2) Concatenated four 2bit LSB get 8 bits of each pixel of the encrypted secrete image.

3) Now taking eight consecutive pixel value form block of 64 bits are input to decoding Function (DES) using same parameter but
keys value used in reverse order getting the first eight-pixel value of secrete image.

4) End.
2.2. Proposed methodology used
The methodology used in my analysis is AES and Genetic technique which are explained as below:

AES (Advanced Encryption Standard): The method is established on Rijndael technique that charter blocks & key size. Advanced
Encryption (AES) is an approach to iteration. Every emphasis (iteration) is called as round. Each round deal with one single byte
which is based on substitution, the permutation step is row-wise, a mixing step which is column-wise & then there is a count of
round key. The four conversions are as below:

« Sub Bytes: sub bytes work in every bite of state independently.
« Shift Row: shift row frequently moves the rows over singular offset.

» Mix Column: the mix columns taken as a polynomial over GF (2°8) and increases with an altered polynomial. It does not work on
last round of AES technique.

Add Round key: it works on XOR operations.
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Figure 12- Block diagram of encryption part of AES

AES (Advanced Encryption Standard) is tough to deploy, the usages of key make it complex and if keys were used then there many
iterations which we must deploy in AES which is time-consuming.

Genetic Algorithm: It is a searching technique on the procedure of natural selection. This is the optimized technique for the
resolution of reported issues. The principle idea is that in place for individual’s population to adjust to some environment, it ought
to act like characteristic framework. The imitation and durability of being advanced at the end of pointless characteristics and by
developing the valuable conduct.

1) [Start] — It Creates any unexpected population of n chromosomes
2) [Fitness] - Analyze the fitness that is f(x) of every chromosome.

3) [Population] - Generate the population by imitating the below steps until completion of new population Select two parent
chromosomes from a population

a. [Selection] on the selection of two main chromosome in a population to give their fitness (the larger fitness, the larger change to
be accepted).

b. [Crossover] with the crossover the chances of cross over the marking to create a new children (offspring). Otherwise, offspring
performed a copy of parents.

c. [Mutation] with the mutation there is chances to modify a newly created offspring at every locus.

d. [Accepting] newly created offspring is placed on new population.

Place new offspring in a new population.

4) [Replace] Use created a population for a further run in the algo.

5) [Test] on the satisfaction of result, stop and gave the best result in the current population.

2.3. RESULTS OF PROPOSED METHODOLOGY:

This section presents the simulation results of we have obtained of security of image using AES and Genetic Algorithm.

Part 1: Encryption
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Figure: 13 select the user-defined image to insert size of population for genetic technique
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Figure: 15 Generation point vs fitness value Plot to show the best value at 2 Generation points

fée (3 Yiw wmenn Toch Deitop Window HMelp -
Jdde b KNO9L LA 08 0l
a8 10 Bost: 0.002072 Mean: 0.00231366
{
45
®
2
® 4
>
2
¢
&35}
™S
3t
25}

o=¢ M 3 Generation
Figure: 16 Fitness value vs Generation point plot to show the best value at 14 Generation points

Showing all the values of Generation Points, f-count Best and mean value for 25 Generation Points.
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Figure: 17 Fitness Value v/s Generation point plot to show the best value at 50 Generation points

The final value in a pattern of PSNR, MSE Maxerr, L2Rat and Total Encryption Time

psnrl =

7.511315

msel =

1.1533e+04

Total encryption Time =

458.2015
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Figure: 18 Show Entered (Input) image and encrypted Image with results values in bar graphs.

Part-2 Data Hiding

Command Window

»» Fecond Part_Datahidding

B Enter the message: "Hells , Welcome to MATLAS *

In this, | entered the message which | want to hide in the input image.
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Figure: 19 Shows Image after Data Hiding and shows results in bar graphs
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Figure: 20 MaxErr and L2rat Value results create Bar Graph between Input Image and Image after data hiding

Wt B i o s S

MaxErr and L2rat Value results make a Bar Graph between Encrypted Image and Image after data hiding.

Command Window

»» Sgoond Part Datvahidding

Enter the message: "Hello ; Welcome to MATLAR °

Total Data Hiding Time =
53.7028

E 2>

Figure: 21 shows time taken by the system to mask the data in the image
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Part-3 Decryption
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S-Box and Inverse S-Box Matrix created while performing decryption.
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Figure: 22 Shows Input image after data hiding and decrypted image with result values in bar graphs

recieved mag =

"Hello , Welcome to MATLAB °

Total Decryption Time =

109.6640

It shows time taken by the system to decrypt the image.
3. CONCLUSION

Our focus is to create a technique which is strong and steganographic and to provide high security of information. This is possible
by optimizing AES and Genetic Algorithm to achieve higher PSNR value and capacity of data hiding. Steganography when joined
cryptography is a wonderful tool which enables for secret communication.
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4. FUTURE SCOPE

Steganography has gained extensive importance with the growth of new technologies and internet. The available methods focus on
the strategy of embedding and give no concentration to the stages of pre-processing, these methods may be combined for MPEG
formats so that more secure transmission can be done.
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